Connecting to EDUROAM via Microsoft Windows 8 with the
Built in Supplicant

From the new Metro Start screen press Desktop.

Right-click on the wireless icon in the bottom right of the desktop and select "Open
Network and Sharing Centre".

| Troubleshoot problems

Open Metwork and Sharing Center
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Select "Setup a new connection or network".
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Change your networking settings

ﬁ- Set up a new connection or network

= set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnese and repair network preblems, or get troubleshooting information,

Select "Manually connect to a wireless network™ and click 'Next'.
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Choose a connection option

'Q Connect to the Internet
Set up a broadband or dial-up cannection to the Internet.

lanually connect to a wireless network
{ etwork or create a new wireless profile.

IR, Connectto aworkplace
Set up a dial-up or VPN connection ta your workplace

Next Cancel




Enter the following details:
Network name: eduroam
Security type: WPA2-Enterprise
Encryption type: AES

Click 'Next'.
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Enter information for the wireless network you want to add

Network name: eduroam

Security type: WPAZ-Enterprise v

Encryption type: AES =

Security Key: [ Hide characters

Start this connection automatically

[] Connect even if the network is not breadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Click 'Change connection settings'.
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Successfully added eduroam

= Change connection settings
Open the connection properties so that | can change the settings.

Close

Select the 'Security tab’, Click 'Settings'.




Connection | Security

Security type: WPA2-Enterprise v
Excon e

Choase a netwark authentication metho:
| Microsoft: Protected EAP (PEAP) v! | settings

[¥]Remember my credentials for this connection each
time I'm logged on

Advanced settings
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Tick the box labelled 'Connect to these servers' and type ‘eduroam.gmit.ie’ in the box
below.

In the 'Trusted Root Certification Authorities:" window tick the box labelled "DigiCert
High Assurance EV Root CA".

Click 'OK".
When connecting:

Verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;, *.srv 3. com):

| eduroam.gmit.ie

Trusted Root Certification Authorities:
M AddTrust External CA Root
[ Baltimore CyberTrust Root
[ certumca

[[] class 3 Public Primary Certification Authority

[] DigiCert Assured ID Root CA

DigiCert High Assurance EV Root CA

[] Entrust.net Secure Server Certification Autharity W
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Motifications before connecting:

|Te|| user if the server’s identity can't be verified W |

Select Authentication Method:

|Secured password (EAP-MSCHAP v2) v | | Configure... |
Enable Fast Reconnect

[]Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV

[C]Enable Identity Privacy

Click 'Advanced Settings'.



eduroam Wireless Network Properties

Connection | Security

Security type: WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

[¥]Remember my credentials for this connection each
time I'm logged on

Advanced settings

6. Tick the box labelled 'Specify authentication mode' and select 'User authentication’
from the drop down menu.

Advanced settings

802.1X setfings | 802. 11 settings
Spedify authentication mode:
User authentication v | save credentials

Delete credentials for all users

[] Enable single sign on for this network

® Perform

Perform

Click 'OK’, 'OK" again and 'Close’

Network Authentication

Password

Domain:

You are now ready to connect.

When requested to enter you credentials.



Username in in the format. Email address@gmit.ie

Staff member firsthame.lasthame@agmit.ie

Student student number@gmit.ie

Password is the same as the one used for all network resources.
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